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ABSTRACT

Although Artificial Intelligence (AI) techniques have shown impressive performance in various fields, they are vulnerable to
adversarial examples which induce misclassification by adding human-imperceptible perturbations to the input. Previous studies
to defend the adversarial examples can be classified into three categories: (1) model retraining methods; (2) input transformation
methods; and (3) adversarial examples detection methods. However, even though the defense methods against adversarial examples
have constantly been proposed, there is no research to classify the type of adversarial attack. In this paper, we proposed an adversarial
attack family classification method based on dimensionality reduction and clustering. Specifically, after extracting adversarial
perturbation from adversarial example, we performed Linear Discriminant Analysis (LDA) to reduce the dimensionality of adversarial
perturbation and performed K-means algorithm to classify the type of adversarial attack family. From the experimental results using
MNIST dataset and CIFAR-10 dataset, we show that the proposed method can efficiently classify five tyeps of adversarial
attack(FGSM, BIM, PGD, DeepFool, C&W). We also show that the proposed method provides good classification performance
even in a situation where the legitimate input to the adversarial example is unknown.
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Fig. 2. Some examples of adversarial examples
and extracted adversarial perturbations using
CIFAR-10 test dataset
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Algorithm 1 LDA(Linear Discriminant Analysis)
Input: X[N][M] - Set of N data items,
N - Number of samples,

M - Number of dimensions in the sample
C - Number of class in the samples

Output: XP - Set of projected X
procedure LinearDscriminantAnlaysis(X):
Initialize M[M], MC[C][M],
WICIIMIM], A[C], VICIIM]M],
M = Means(X) /I Mean for all data
MC = ClassMeans(X) // Mean for each class
for i in C: // Calculate between-class matrix loop
SB += Ni(MC[i] - M)MC[i] - M)’
for i in C: // Compute within-class matrix loop
SWI] < (X - MCl)X: - MC[i])'
for i in C:
for j in C:
® < (SWIi]y'SB // Transformation Matrix
12 A[i],V[i]<Eigen(w) //Eigenvalue, Eigenvector
13 Vorr = Optimization(\, V)
14 XP = Voprr'X
15 end procedure
16 return XP
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Fig. 3.
Algorithm

LDA(Linear Discriminant Analysis)
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Algorithm 2 k-Means clustering algorithm
Input: D - Set of N data items
K - Number of clusters to form

Output: C : Set of K clusters
1 procedure kMeansClusteringAlgorithm(D, K):

2 Arbitrarily choose K data items from D as
initial centroids;

3 do

4 Assign each item of D; to the clusters
which has the closet centroid;

5 Calculate new mean for ecach cluster;

6 while Convergence criteria is met;

7 end procedure

8 return C

Fig. 4. k-means Algorithm
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Table 1. Experimental environments

Environment
(OS] Ubuntu 18.04.3 LTS
Kernel 5.3.0-62-generic
CPU 2.40GHz CPU clock (Intel(R)
Xeon(R) CPU E5-2630 v3)
GPU GeForce RTX 2080 Ti
RAM 64GB
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CNN md2 5x5 =719 7d 4 32709 Je|&
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10709 22 2= 94 94 A= 9 4z El.t/i
(Softmax) F= FAEch 39 e < A
= 0995, A 71‘35—}53 0.980, A3 AHx
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Table 2. Adversarial attack parameters

Adversarial arameter
attack P
FGSM epsllon=.0.2, clip_min=0.0,
clip_max=1.0
BIM epsilon_iter=0.01, nb_iter=20,
clip min=0.0, clip_ max=1.0
epsilon_iter=0.01, nb_iter=20,
PGD clip_min=0.0, clip_max=1.0
DeenFool clip_ min=0.0, clip_max=1.0,
eeproo overshoot=0.2, max_iter=80
clip_min=0.0, clip_max=1.0,
binary_search_steps=1,
C&W initial const=0.06,
max_iterations=300,
learning rate=0.2

o Agd  FA ds 7I"6)17) ]
CleverhansellA 71222 Algsle w7/l 2
A4 34 e s A8 AdA s 2] ¥
WHESIeE 2A435te] AMgg]on o]& Table 204
715kt

N2

42 845 @I NE

Arsls 7MY A5e sl 8, & =&

e HEAl T dxElE: A H7F AR
Homogeneity(52A4), Completeness (44

At} Homogeneitys 72

Txel 2 Aud T4 §39 dHelE(data

A xolt}, Completeness+

Z+ AdA 3 39 BE dolE AHEe] U

2 W 9= éE_O]V/} V measuret EXWJJr

Ak goleh. Al XIE BE 0.0 ~ 1.0 Aol
o viehd 4 glow 1 gle] 243 Aol o
% ofvlae},

7b §7] wlitel Aekshe 71 s ot
Hla diate] EAlEA] ¢feth ulebA, B =ellA
= Aleksh= 71 s A 3

£ Z}iﬂx—i"d vl S Aosta As-S vlasts]
th: (1) AA oA zHAlel k-means YEE
24 "& 739-(Step 3): (2) AdH A5 F&
k-means 4xelES H43t - (Step 1 +
Step 3).

Fig. 52 MNIST dlelgf Al djsf Algtsle= 7]
W vl e Aod 34 £ B R AS5E
Alzstetel depdl Aolck A oAl zbA el
k-means ¥¢3#FE 843 A5(Fig. 5(a))st
AA AES F%Fd k-means dneEE A4
7A5-(Fig. 5(b))+= Add 349 F3< 3

%N

O

Fahe A AT 4 glow Absk 714 (Fig.
5e)e Ad 249 §9e EReks AL e

& gl

Fig. 6= CIFAR-10 dlo|gjAle] wigt Az3}
ZAstoltt, MNIST dlo]elAlell thak Az} viztr}
A2, AE] oA Aol k-means LB ES Z




1221

& BIM

ow L2 & BIM

| cw_Lz2
) E::;le 5 & DeepFool
-

= ® FGSM
PGD

PGD

0.1
0.2
B [o 3 °

0.4

0.5
0.4
03
0.2 |
0.l =

I
A
-6

0.0 05 T
00 01 02 03 04 05 00 02 04 06 08 1.0 7.5 502500 25 50 7.5
(a) adversarial example (b) adversarial perturbation (c) adversarial perturbation
+k-means +k-means +LDA + k-means
(Step 3) (Step 1 + Step 3) (Step 1 + Step 2 +Step3)

Fig. 5. Comparison of clustering visualization results using MNIST dataset
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Fig. 6. Comparison of clustering visualization results using CIFAR-10 dataset
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Table 3. Comparison results using clustering evaluation metrics

metric MNIST dataset CIFAR-10 dataset
adversarial example Homogeneity 0.247 0.000
+ k-means Completeness 0.252 0.000
(Step 3) V-measure 0.249 0.000
adversarial perturbation Homogeneity 0.601 0.823
+k-means Completeness 0.654 0.927
(Step 1 + Step 3) V-measure 0.626 0.872
adversarial perturbation Homogeneity 0.873 0.925
+LDA + k-means Completeness 0.874 0.926
(Step 1 + Step 2 + Step3) V-measure 0.874 0.925
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